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Information Operations/Information Warfare 

 
 

Research Areas 
 
Defensive/Offensive Information management 
Information Assurance 
Measures for offensive and defensive IO 
Modeling Information Operations 
Network modeling and analysis (human, computer, 
communications) 
Targeting 
Technology assessment 
 
Recent Findings 
 
In the presence of many objectives—such as reducing maximum 
flow, lengthening routes, avoiding collateral damage, all at 
minimal risk to our pilots—the problem of determining the best 
target set is complex.  Previous efforts have not adequately 
considered the value of the remaining network functionality after 
target destruction.  In addition, current network targeting 
procedures optimize a single metric.  This effort used a multi-
objective decision analysis framework capturing actual targeting 
decision-maker values and preferences to evaluate and analyze 
alternative target sets.  To date, effective methods and measures 
to specifically value the information and information systems for 
the Armed Forces are lacking.  These capabilities are critical to 
the civilian and military infrastructures of the United States.  A 
recent effort developed a first cut methodology facilitating the 
identification of key information, generating information 
assurance strategies and implementing measures to assess them. 
  
For further information or to suggest a related thesis topic, 
please contact: 
 
Capt Stephen P. Chambal  
Dr James W. Chrissis 
Dr Richard F. Deckro 
Lt Col Raymond R. Hill 
Dr James T. Moore 
 
Departmental web site:  http://en.afit.edu/ens/ 

Minimum Update Length
(Functional Dependency)

Age of Information
(Devaluation of Information by Time)

Reject Truth
{P(Type I Error)}

Accept Truth
Reject False

{P(Correct Decision)}

Accept False
{P(Type II Error)}

Potential Effect
(Effect on Type I & Type II Error)

Information
(Data & Semantic Meaning)

Bandwidth
(How Much)

Throughput
(How Fast)

Error Content
(Bit Error Rate, SNR)

Complete Update
(Incomplete Update)

Fidelity
(How Accurate)

Effort to Penetrate
(Physical Hardness)

Secure
Capability

(Classification)

Intrusion Detection
(Can Entry Be Identified)

Secure Capability of System
(Non-Physical Security Measures)

Recovery Rate
(How Long to Recover)

Hardness
(How Hard to Penetrate System)

Information Systems
(Convey, Store, Process Without Adding Value)

Resources Consumed
In Processing

(Relative Analytical Cost)

Time Consumed
(Processing Time Consumed)

Efficiency
(Resources & Time)

Timeliness
(Is There Time to Respond)

Accuracy
(Is the Analysis Appropriate)

Focus
(The Direction, Selection, and ID)

Resilience
(Robustness, Perturbation Response)

Effectiveness
(Value Added By Processing)

Information-Based Processes
(Processes That Add Value to Decision Making)

The Information Realm
(That Part That Affects Politico-Military Decision Making)
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Additive Value Function 
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Start With Values 

Integrate Preferences 

Evaluate Alternatives 
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